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D Zaproxy

OWASP ZAP: An easy to use integrated penetration testing tool for finding vul

Project Home Downloads Wiki Issues Source
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Welcome to the OWASP Zed Attack

ZAP is an easy to use integrated penetration testing tool for finding wulner
Please be aware that you should only attack applications that you have be

To quickly test an application, enter its LURL below and press “Attack’.

N\

LIFL to attack: hitp:!
L Fwe |

Progress: Mot started
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] Recursive
Defaultfle: ( ———— \- directory-list-1.0.txt 141,69444 U %
L Add custom Forced Browse file: directory-list-1.0.bt c directory—list—2.3—big.txt 1,273,81914-' I‘Ilfi
directory-list-2.3-big b
(] Force Browse files diredox_nst_za_midim_m «  directory-list-2.3-medium.txt 220,54614 U Ek
Frrrmo s mEme el directory-list2 3-smallt «  directory-list-2.3-small.txt 87,6504 U Ek
W directory-list-lowercase-2.3-big.td
directory-list-lowercase-2 3-medium. = directory—***2.3—big.txt 1,185,24014: ulﬁi
directory-listlowercase-2.3-small.td L directory—***2.3—medium.txt 207,619141 Hlﬁ

m \_ |/
«  directory-***2.3-small.txt 81,6434 UNEx
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kStat [ = UHIRE | & LKV [ K FL-2 T | Script Console |

F24l FEa— v [Body Foal k- v [ []

Insert fuzz strings on caret location.
anti CSRF | — & F1|fEL)

p:/f192.168.56.181/bodgeit/contact.jsp HTTP/1.1

12.163.56.181

nt: Mozilla/5.@ (Windows NT 6.3; WOWG4; rv:27.8) Gecko/20180181 Firefox/27.@
text/html, application/xhtml+xml,application/xml;q=6.9,%/*;q=0.8

.anguage: ja,en-us;q=08.7,en;q=@8.3
http://192.168.56.181/bodgeit/contact. jsp

b_id=""; JSESSIONID=83586519D57110C1BI1FESO8F71ABATR1,
acgroupswithpersist=n

on: keep-alive

acopendivids=swingset, jotteo

-form-urlencoded

iticsrf=0.6402109196524449% comments=contact

I O-FFa—FMheia..

Dot
A >

Wiew >

b=l

I#{ET URL:
FET7E URL:

AIEITE:

anticsrf
hitp:#192.168.56.101/bodgeit/contactjsp
hitp:#192.168.56.101/bodgeit/contactjsp
0.6402109196524649

=% USTA FO&RT

Follow Redirects:

URL Encode:

Fuz 73!

Fuzzl) 2 |:

il

o

| jbrofuzz 1 XSS

ASP MET validateRequest
J30N

MS Anti-XS5 lib_v3.0
Server Side Includes
URI Cross Site Scripting
URL Breaking

XS5101

X55102

XSS EmbediEvade

X358 Gecko

XSS5 HTML Breaking

55 Imane Tan
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| Reason | RTT(ms) | Size | state [Fuzz S\ |
OK [i] 2012 Successiul =<=script=aleri{ xss™), I==<Iscript= A
oK i 158949 Successful ="
0K 7 2014 Successful S EEE=R))
Ok 5 2033 . Reflected *fa=eval;b=alerta(bife/ source))™
5 2048 . Reflected “Saufl cecriptbuifealertXSS") %uif1c/s cripttuiiie’
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+ BRRGRRTTRIVIMERST

— Passive Rules

FIRAV - TRV LW L = = Wl = T =y = [ == |EL) (T} -r v 0\ : " . = /— — = =
R Scripts - | | & QuickStart | = USTRF | &= LK 1N T AX v U RATRF ISRAT
y Run — Active Rules
C‘.‘r“rilnﬁnn C E‘]Z#’Y’?jﬁi? s (:Hﬂ/i—
\ New Script ) ] . e
@ Passive Rules Seript — - 7 D#V
M Active Rules cript name: cript Mame o s
= JH+L = e | Active Rules Zf‘f_%? D#/&L—C1ﬁﬁﬁ-§_éﬁ
Stand Alone ' ' =17
(& Targeted , — .
. S Script engine: |_p].-'thnn.]].-'thnn _ Stand Alone
* 3 Passive Rules Template: |_A|:1i'u'e default template.py A A== B
» [N Active Rules %EEJJ-—C§E1T
B o= DO This is Mew Script. — Targeted
> & Stand Alone Description: = - = 4T
» I Targeted C ?EIIEL;TZURL‘»BIRJ'L/—C%{T
Load on start: ||
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* FirefoxD7 KA

l J o BARIZLI-R. Shift+F2 THEE)
I B Stop . o
Progress: Mot started * :7>I‘FZAP1§'§1’E

— zap http-session

For a more in depth test you should explore your application using your — Zap record

If you are using Firefpx 24.0 or later you can use 'F'Iug—n—HEa'm configul - Zap scan

Configure your browper: | # Plug-n-Hack | — zap session

Or point your browsdr at. | http:Mocalhost:8380/pnh! — Zap Spider
" L - E\‘_ _

N
KoL-5 | Prs-+ | dewaRFer | H
Y =, L

= = | R P / e N T A oo Croa




Plug-n-Hack

£ OWASP

The Open Web Application Security Project

zap
B
=4

» Zap

OWASP ZAP Commands
HAv o k:

zap brk: Break on all new requests and/or responses » help zap brk
zap http-session: Manipulate HT TP sessions » help zap http-session
zap http-session new: Start a new HTTP session » help zap http-session new
zap http-session rename: Rename an HT TP session » help zap http-session rename
zap http-session switch: Switch to another HTTP session
» help zap http-session switch
zap record: Record all requests > help zap record
zap scan: Control the ZAP active scanner » help zap scan
zap scan start: Start actively scanning a site » help zap scan start
zap scan status: Scan progress out of 100 » help zap scan status
zap session: Manipulate ZAP sessions » help zap session
zap session clear: Clear the ZAP session (not saved to disk) » help zap session clear
zap session new: Create a new ZAP session (saved to disk) = help zap session new
zap spider: Control the ZAP spider > help zap spider
zap spider start: Start spidering a site » help zap spider start
zap spider status: Spider progress out of 100 » help zap spider status
zap spider stop: Stop spidering a site » help zap spider stop
zap version: Returns the ZAP version » help zap version
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“ - localhost:8880/UI/spider/

ZAP API

ZAP APl 1 —HY A 2—2J1—X

a2 ih— /b spider

Ea—

status ()
results ()

excludedFromScan ()

optionScope ()

optionRequestWaitTime ()
optionSkipURL String ()

optionMaxDepth ()
optionHandleODataParametersVisited ()

optionParseComments ()

antinnHandlaParamatare ()

23
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F | Scripts

Ajax Spider

[ 4 auiekstats [ = vzt [ Lawz [KoL-2 |

= & bodgeit i

B ™~  GEThogaize
U % GET.ab
I % GET.co
I GET:log
U # GET:ba
U % GET.5e
I GET:pro
I 4 GET:pra
U & GET.sty
U % GET.ad
U # POST.c

T— A=A A IR
Include in Context

Flag as Context
T — e g DT
Exclude from Context

[ eI A NSy B A
-2

Alerts for this node
BiE{E ..

L A A

& Active Scan allin Scope
D o - DEEIR - L
& Active Scan subtree

M Active Scan single URL
¥ Spider Context...

= Spider all in Scope

M ER A A RS
3 Spider Subtree

5% Spider URL

# ° Forced Browse site

d Attacl

far finding vulne
that you have b

ess "Attack’.

L

tab for details ¢

LTI — .
Show in History tab
U #images| = > TET
. o % s Copy URLs to clipboard

U % GETscl Generate anti CSRF test FORM
A % GETreg INVOEE WIth SCript
0 % POST g Addto Zest Script
U # GET:se ompare 2 reque

U 8 POSTD
U & GET:ad)

T

20 A — 1 Refresh Sites tree

# ° Forced Browse directory

# ° Forced Browse directory (and children)
% AAY Shidar in Srnno

AJAX Spider Site

an using your £

nu are using Firefox Z4.0 or Tater you can use 'Flug-n-Hack” to donfigur

nf TN Lo ar: i Blunmblarck |
J

point your browser at. | hitp:iflocalhost:8830/pnhi

Erisx—4 |

FUZZer T

= Hitp Sessions T_

24
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Mumber of windows browser to open:

|| Crawl in depth? (slower but better results)

Choose the browser that you want to use in the AJAX Spider Plugin:

(®) Firefox
) Chrome
i) HtmlUnit

[ Select ChromeDriver... J

Ajax Spider

AjaxN—ZX D B EEHTY—IL
Crawljax (http://crawljax.com/)
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Installed | Marketplace 1

Manage Add-ons

Add-ons
r

Status

| SR

i58H

| Update

Relea...
Beta
Beta
Beta
Beta
Beta

Fuzzdb files

Active scanner rules (beta)
BeanZhell Console
Passive scanner rules (b...
Part Scanner

Feport alert generator
SCLMap Injection Engine
SVM Digaer files

Token generation and an...
TreeTools

Active scanner rules (alp...
Diviner - Web Penetratio...
Highlighter

Hitpsinfo

Passive scanner rules (a..

SAML Extension
Senver-Sent Events
Technology detection usi...
Vehicle - Viewstate Hidd...

Fuzzdb v1.09 files which can be used with the ZAP fu...

The beta quality Active Scanner rules
Provides a BeanShell Console

The beta quality Passive Scanner rules
Allows to port scan atarget server

Allows you to generate reports for alerts you specify i...
An advanced active injection bundle for SQLi (derive. ..

SWM Digger files which can be used with ZAP forced ...
Allows you to generate and analyze pseudo random ...

Tools to add functionality to the tree view.
The alpha quality Active Scanner rules

Diviner is an active information gathering platform ai...
Allows you to highlight strings in the request and res...

Adds Https status information
The alpha quality Passive Scanner rules
Detect, Show, Edit, Fuzz SAML requests

Allows you to view Server-Sent Events (S5E) commu...
Technology detection using Wappalyzer: wappalyzer....
|dentify, enumerate and activate dormant and invisibl...

2
12

L3 T ST e IR C I U A K e ) (1 [ A

COOO00OOO0OCOOYOOOOOO

Install Selected

iy
i
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Standardmode | |1 S H B 2 < BB OB D §
@ - b I | Secripts 1

vooumet. e L ER o ' - Y

= = [ P

[ 4 cuickstart [ = usT

Header. T?’ﬁ\b bEa—

" @
. FUhttp192.168.56.101
| FUGET:bodgeit

| M >
F— 22 AEIR

Include in Context
Flag as Context
T =g MET
Exclude from Context

[ oL N B R
Fle—

Mew context

YyYYY¥Y Y

BiES
LSk

SeYTRT

1 .r.] \__|= (]

Context

e RO—TJ%FIEFE
— BREXEEHTR
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¥ = M bodgeit
@ FGET:homejsp

EIRIE
@ FGET:style.css
» Bl hitp:/ip.twitter.com

» B hitp:/ir.twimg.com

» Bl ™ hitpoifweww. facebook.co
» Bl hitp:iwww.google-analytic
» || Funttpifyka.me
» B ™ hitps:/itwitter.com

W
T—as=AmsEIR
Include in Context

Flag as Context
T =i 3 MET

LAY ¥ ¥YY

L R

R =— b

SSTTRT

c (ILWELHDLEE.REIC
RELR) DI AR

= HTT NPT

J =2 DSBS SO% 2 Ak SURL
AT bR ( \
)i H— AR URL \EAR53R

Contexts \Qhitp:ifp twitter.comAE.*

LR \Qihttp:dr twimg.comfE.*

1 Include in contde | | Y@httpifwww facebook.comnE.*
1- Exclude from cdnd | | M&hitp:ifwww.google-analytics.comiE.*
1: Technology \Qhttps:fwitter. comAE.*

1. Authentication k j

Exclude from WebSockets
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0 Fonttp:192.168.56.101
@ FGET:bodgeit

v & P bodgeit
| 2 _1___ 5-.'.|j5
@ FGET:

T = A et— 2 S EIRE
Include in Context

Flag as Context

T =i T
Exclude from Context
LA I8 s Bl %
FlL—2.

Alerts for this node
BiE(E ...
LTIk
Show in History tab
JoOUTHRT

Copy URLs to clipboard

Generate anti CSRF test FORN

The Open Web Application Security Project

e XO—TJRN%Spiderid &

Spiderf® &

|Header: 77z )l b 2 — |¥| |Body: T2 ) &,

HTTP/1.1 288 OK

Date: Fri, 28 Mar 2014 @6:28:25 GMT

Erver: Apache-LoyoLe
Content-Tvpe: text/ hitml

& Active Scan all in Scope
Dt BT ¢ L
& Active Scan subtree

& Active Scan single URL
5 Spider Context...

74 Spider all in Scope

M R ERA A1
5% Spider Subtree

5 Spider URL

N ° Forced Browse site

J

# ° Forced Browse directory

B AJAX Spider in Scope
S AJAX Spider Site

¢ Forced Browse directory (and children)

<head>




@ U GET:bodgeit
= M bodgeit
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B ™ GET-home jwa

4 GET.abao
% GET.cont
& GET.basH
o 4% GET.adm
I & POST cof
I % POST ba
4 GET. advg
* G KU ¥ images
* lE s

U GET:style.cy
U % GET s

o % GET:loain

ek

T— A=A S HE R
Include in Context
Flag as Context

T =3 DET
Exclude from Context

LUF a3 i i E 2

=2

Alerts for this node
Bit{E .
LTIk
Show in History tab

o ROA—THNZEEIRFTy

— All In Scope

— Site Scan
— Subtree
— Single URL Scan

HTTP/1.1 288 OK

Date:
Servg

rryY. . oOrY

Fri, 28 Mar 2814 @6:28:25 GMT
» Apache-Loyote/1.1 \

4% Spider URL /
Wrnuacn cito

¢ Active Scan all in Scope
D o FOBhEIA R
& Active Scan subtree

& Active Scan single URL
& Spider Context...

& Spider allin Scope

M R A -1
& Spider Subtree

¢ Forced Browse directory
#* Forced Arowse directory fand children?
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1. FEBRIVIVITLDTEAEM
i. [Manage Add-ons]®D [ Marketplace [IC7 Ot RX T 5,
i. EALEWSREDOT7RAEFIv)
iii. [lnstall Selected IZ# T3 5,

KEIRTEET7RA>
— Zest - Scripting Security Tests
— Python Scripting
— Ruby scripting
- ¥
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2. ROVT+DERK
i. [Scripts |27 % E1R
ii. [New Script]ZEiR. HLLLIETemplates IND A1) Tk
H7')y7LINew Script %2R
ii. ANEEERL. TRTFIZHWTLRAIVITMEER
iv. [Script Console IDFERHE AR ICHERMNTKRRSND

AYVITRITHE

Passive Rules/Active _ . N
2 s r E 2hiz
Rules/7O< Enable Script |2 EZIRLEBEZNZT S

Stand Alone [Script Console |27 (28 AIRunI1ZIHTLEITT S

Tareeted [BREIAN S AL IZTHDURLEE ) VL,
& ['Invoke with script 12 :ZIRLEITT S
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* Traverse sites tree.js

o o~ B
i [» Run [ ECMAScript: Traverse sites tree js — /\ y E m

/" This script traverses the sites 1

: 1
tin
) g LAy
ripts . % // Standalone scripts have ne temple Y F' nd HTM L m m nt =
Passive Rules 4 // They are only evaluated when you I CO e SoJS
Active Rules b
rinE XN i function listChildren(node, lewvel) 4 .
| =6 | — HTMLOAY MEH
g for (i=8;i<level;i++) print (" |

@ Traverse sites tree js q

var j;
Targeted 1 for (j=8;j<node.getChildCount();
implates 11 println(node.getChildAt(]).¢
Passive Rules 12 listChildren(nede.getChildAd
Active Rules :i . b
FA% sl
Stand Alone 16 root = org.parosproxy.paros.model. Mo
= Loop through history table js 17 getSession().getSiteTree( ). EI ==t '
=7 Standalone default template js 1% v f _ \ ™
= Traverse sites tree js 19 listChildren(root, @); o ™ hitp:/192.168.56.101
@ Loop through histary table py [ & \ @ FGET:bodgeit
 Standalone default template.py < L) Y = M bodgeit
€ Traverse sites tree.py http:#192.168.56.101
% Loop through history table.rb GET:bodgeit
& Standalone default template.ro bodgeit @ o GET.aboutjsp
) GET:home.jsp = )
?;;r:t\;edrse sites tree.rb GET-aboutjsp @ P # GET-contactjsp
GET contactjsp K_ Fu % GET:basketjsp

j 2| KU @ GET.-admin. jsp

FU 4 POST.contact jsplantics,comments, null’
U & POST:basketjsplupdate)

o % GET:.advanced jsp

@] % images

G s
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. —EDERFTLIO—KL, ¥A1L
— =2 0NFA—2DFIZELLA[HE

" atand Alone 7 "tokenstart™: "{{",
_ _ g "tokenEnd": "}}",
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«y Login Flow \ 10 "elementType": "ZestV
b = GET : hitp:M92.168.56.101/bodgeitthome je 11 b
b= GET : hitpM192.168.56.101/bodgeit/contact. 12 "statements™: [
;ﬁ“ Assign csrfl = (Form 0 : Field anticsrf) :i 1 . I
LI L L] s -_."_." "'2.
> =» POST: hitp:/1192.168 56 101/bodgeiticontac | || |- LR
v @ IF ‘Regex 16 "method": "GET",
CE response.body Regex ! (Guest user) 17 "headers™: ™",
v @ THEM 18 "response™: {
. Comment: No Login 1 ‘url™: "http://19
& ELSE s <
B o= GET: http:iM92.168.56.101/bodgeitlogin.js) —
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* OWASP ZAP Scripts
r I Welcome to the OWASP Zed Attack Proxy Scripts group
This group is for sharing scripts that run in OWASP ZAP
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} S /) / \ — *ﬂ . 1 1 A For more information about ZAP scripts see the wiki
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